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Decision/action requested

This contribution proposes to delete the EN of key issue #5 of TR 33.814.
2
References

 [1]
3GPP TR 33.814 V0.4.0, “Study on the security of the enhancement to the 5GC location services.”
3
Rationale





For UE based positioning procedure, the UE performs both positioning measurement and computation. The location estimate (which represents the location result after computation) will be reported to network from UE. If UE reports faked or altered location estimate, the external client/NF/AF will receive the location estimate somewhere else rather than where it actually is. So, not only faked location measurements but also location estimate may bring security threats in clause 5.5.2 of TR 33.814 [1]. The 5GS shall be able to identify UEs that provides faked/altered location measurements/estimate. In addition, the 5GS shall be able to employ methods to prevent from providing faked/altered location estimate to the external client/NF/AF.
4
Detailed proposal

*************** Start of Change ****************
5.5
Key Issue #5: UE faking/altering location estimate or measurements 
5.5.1
Key issue details

For UE based positioning procedure, the UE performs positioning measurement and computation. The location estimate will be reported to network from UE.
For UE assisted positioning procedure, the UE of which the location is to be determined performs measurements itself and sends these measurements to the network so the network can determine its location. Examples are

-
OTDOA (Observed Time Difference Of Arrival),

-
Enhanced cell ID - measurement of arrival times of specific messages, and

-
Enhanced cell ID - measurement of received signal strength of specific messages.

It may be advantageous for a UE to appear to be located somewhere else than it actually is. This can be done by the UE by faking/altering the above measurements or location estimate before sending these to the network.

This key issue is about investigating how the network can detect that a UE has faked/altered location estimate or the measurements that are used for determining its location estimate. For this key issue it is assumed that the reports provided by the UE are not trusted.
5.5.2
Security threats

Not being able by the network to detect a UE faking/altering location estimate or the measurements that are used for determining the location of that UE may lead to

-
granting a UE a service that is based on the UE having to be in a particular location when the UE is actually not in that location, which may allow the user to defraud a monetized service, such as cheap calls when being close to one's home,
-
a UE being able to provide a fake alibi for its user.

5.5.3
Potential security requirements 


The 5GS shall be able to detect faked/altered location estimate or measurements providing from UEs.
*************** End of Change ****************
